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Abstract—  The world is becoming connected with the 

internet, the arrival of the internet has greatly influenced new 

network technology. The number of internet users is increasing 

day by day, there is an increase in online transactions. As a 

growing number of websites have sprung up with easy 

information transmission facilities, it has been seen that it has 

caused a huge increase in fraud. Broad e-commerce spectrum 

(B2B / B2C / C2C), banking, finicial trading and others. 

Business applications require very high data exchange for 

security. Secure Sockets Layer (SSL), and its influence on web 

server performance. Secure SocketLayer (SSL) is the most 

popular protocol used on the internet to facilitate 

communication security through authentication, encryption, 

and decryption. Although the use of SSL provides adequate 

security, this can cause a decrease in performance compared to 

insecure protocols as well as a decrease in the percentage of 

downloads compared to insecure protocols. In this paper, we 

analyze the performance and impact of SSL on web 

performance and the type of SSL used by Bukalapak e-

commerce and Tokopedia 
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I. INTRODUCTION 

The internet has become an important part of our daily 

lives, so the need for cybersecurity has also increased. The 

more users connected to the internet the more attractive the 

criminals are. Cyber security / internet security against 

domain web sites or servers from various forms of attack by 

criminals. Cyber security is very useful in every area of the 

world today such as the military, government, online 

business and even in our world of daily life. Today, 

everything is connected to the internet, from simple shopping 

to secret cyber security needs. Billions of dollars of 

transactions occur every hour through the internet, this needs 

to be protected. Destroying a small unnoticed network can 

cause serious damage. In every area of the Internet, whether 

financial, personal, or business that everyone wants to know 

with whom they communicate, make sure their data can be 

sent safely, and whether it has reached its destination 

correctly. Cyber security is an ongoing effort to protect 

electronic data and computer systems from unwanted 

intrusions. Transmits data through the network while 

requesting confidentiality, message integrity or endpoints to 

be approved. 

II. LITERATURE REVIEW 

A. SSL (Secure Socket Layer) 

One of the most important components in online business 

or e-commerce is creating an environment where potential 

customers are confident in making purchases. SSL (Secure 

Socket layer) is used for this purpose. It was developed by 

Netscape Communications in the 1990s. The company wants 

to encrypt data in transit between its flagship Netscape 

Navigator browser and Web servers on the Internet to ensure 

sensitive data/information, such as credit card numbers, 

Social Security numbers, and entry credentials are protected. 

Thus, SSL (Secure Socket Layer) is a security layer for the 

security of transactions on your website with sophisticated 

data encryption technology. 

The SSL protocol authenticates the server to clients using 

public-key cryptography and digital certificates. This 

protocol also provides client-to-server approval. The public 

key algorithm used is RSA, and the secret key algorithm 

used is IDEA, DES, and 3DES, and the hash function 

algorithm uses MD5. Public key verification can use 

certificates that are standard X.509. There are two 

components that make up SSL, which are SSL handshaking 

and SSL records. SSL Handshaking sub-protocol that 

establishes secure connections for communication and SSL 

Records are sub-protocols that use secure connections. The 

SSL record wraps all data sent during the connection. 

B. Algorithm RSA 

The RSA algorithm is a public key algorithm that is 

popularly used and is even still used today. The strength of 

this algorithm lies in the exponential process and factoring 

into 2 prime numbers which until now requires a long time 

to factoring. This algorithm is named after its inventors, Ron 

Rivest, Adi Shamir and Adleman (Rivest-Shamir-Adleman), 
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published in 1977 at MIT, answering the challenges posed 

by the Diffie Hellman key exchange algorithm. 

 

The RSA scheme itself adopts a block cipher scheme, 

where before encryption, the existing plaintext is divided 

into blocks of the same length, where the plaintext and 

ciphertext are integers between 1 to n, where n is usually 

1024 bit, and the length of the block itself is smaller or 

equal to log (n) +1 with base 2. 

C. Algorithm SHA-256 

The Secure Hash Algorithm (SHA) is a one-way hash 

function algorithm created by NIST and used with DSS 

(digital signature standards). SHA is based on MD4 made 

by Ronald L. Divest. SHA is called (safe) because it is 

designed in such a way so that it can find messages that 

correspond with messages in the given gest. The SHA 

algorithm takes messages that are less than 264 bits long and 

produces a 160-bit digest message. This algorithm is slower 

than MD5, but larger digest messages are safer from 

Bruteforce collisions and inversion attacks. There are many 

versions of SHA. There are SHA-0, SHA-1, SHA-2. 

Meanwhile, SHA-2 is divided into SHA-224, SHA-256, 

SHA-34, and SHA-512. 

 

SHA-256 is a cryptographic hash function with a digest 

length of 256 bits. This is a keyless hash function; that is, 

MDC (Detection Code Manipulation). A message is 

required with 512 blocks = 16 × 32 bits, each block requires 

64 rounds. 

D. SSL Certificate 

An SSL certificate is a small data file that digitally 

contains cryptographic keys to organizational details. When 

installed on a web server, this activates the padlock and 

https protocol and allows a secure connection from the 

webserver to the browser. An SSL certificate is tied to the 

domain name, server name or host name, organizational 

identity and location. SSL certificates have two 

combinations, namely public key and private key. The 

public key uses an asymmetric algorithm that converts 

messages into an unreadable format. Someone who has a 

public key can encrypt messages addressed to a specific 

recipient. Recipients with private keys can only decode 

messages that have public key encrypted. Keys are available 

through directories that can be accessed by the public. 

Whereas the private key is the secret key used to decrypt 

messages. In the traditional method, the private key is only 

shared in a communicator to enable message encryption and 

decryption, but if the key is lost the system will become 

invalid. To avoid this, the PKI (Public Key Infrastructure) 

provides a policy where the public key can be used together 

with the private key. PKI allows internet users to exchange 

information securely using public keys and private keys.  

Types of SSL certificates are divided into 3 major 

groups namely Domain Validation (DV), Organizational 

Validation (OV) and Extended Validation (EV). 

 

1) Domain Validation (DV) :- Domain validated 

certificates include your domain name in the 

certificate (not your business or organization 

name). These certificates are cheaper and usually 

issued in minutes as the Certificate authority 

validates your domain by looking at the WHOIS 

information for your domain. However, these 

certificates provide less assurance to customers. 

2) Organization Validation (OV):- Organizational 

certificates are Trusted. Organizations are strictly 

authenticated by real agents against business 

registry databases hosted by governments. 

Documents may exchange and personnel may be 

contacted during validation to prove the right of 

use. OV certificates therefore contain legitimate 

business information. This is the standard type of 

certificate required on a commercial or public 

facing website. OV certificates conform to the 

X.509 RFC standards and thus contain all the 

necessary information to validate the organization. 

3) Extended Validation (EV):- Nothing provides more 

trust and security than Symantec Extended 

Validation Certificates. It is used by most of the 

world’s leading organizations. They have found 

that switching from OV to EV certificates increases 

online transactions and improve customer 

confidence.  It is no longer a luxury but a necessity. 

Sites protected with a EV SSL Certificate display a 

green browser bar to quickly assure visitors that the 

organization’s legal and physical existence was 

verified according to strict industry standards. 

 

The choice of SSL certificate is not based on the brand used, 

but the selection of the type of SSL that is tailored to the 

needs of the approved company and document fulfillment of 

certificate validation requirements. The higher the level of 

transaction transactions on the website, the better the use of 

SSL with a higher level of encryption. Based on brands, 

there are two brands that are very strong in marketing in 

Indonesia's online business, namely Comodo SSL and Let's 

Encrypt. 

TABEL 1. COMPARISON COMODO SSL AND LET'S ENCYPT SSL 

 

COMODO SSL LET’S ENCRYPT 

Paid Free 

Supports the overall browser 

version 

Lack of compatibility with 

legacy browsers 

The validity period is 1 year The validity period is 90 

days 

The security insurance is 

available starting at $10,000 

Security insurance does not 

exist 

The process of reissuing or 

publishing SSL is faster 

The SSL publishing process 

is slow 

 

E. E-Commerce(Electronic Commerce) 

E-Commerce is a process of selling and purchasing 

products or services that are done electronically via a 

computer network or the internet. The meaning of e-

commerce is the use of digital information and 

communication technology in conducting business 

transactions to create, change and redefine new relationships 

between sellers and buyers 

Models in e-commerce are divided into 7 with different 

characteristics as follows: 



1) Business-to-Business (B2B):- Both sellers and 

buyers are business organizations. For example: 

indotrading.com, ralali.com 

2) Business-to-Consumer (B2C):- Sellers are 

organizations, and buyers are individuals. For 

example: bhineka.com, lazada.co.id 

3) Consumer-to-Consumer (C2C):- Individuals sell 

products or services to others. For example: 

olx.co.id, bukalapak.com, tokopedia.com 

4) Consumer-to-Business (C2B):- The seller is an 

individual, and the buyer is an organization. 

5) Business-to-Administration (B2A):- e-commerce 

which includes all transactions made online 

between companies and public administration. For 

example: tax.go.id, allianz.com 

6) Consumer-to-Administration (C2A):- e-commerce 

which is all electronic transactions carried out 

between individuals and public administration. For 

example, bpjs-online.com 

7) Online-to-Offline (O2O):- e-commerce that attracts 

customers from online channels to physical stores. 

For example: Kudo and Mataharimall 

 

III. RESULTS AND DISCUSSION 

A. Algorithm 

1) Bukalapak 

 

 
 
Fig.1 General Certificate Bukalapak 

 

 
Fig.2 Certificate Signature Algorithm 

 

 
 
Fig.3 Subject Public Key Algorithm 

 

Bukalapak uses SSL provided by Sectigo RSA Domain 

Validation Secure Server CA version 3. The key used for 

the public key is the RSA 2048 algorithm which is used for 

the algorithm using SHA-256. Tokopedia and Bukalapak 

use different SSL certificates of service but differ from 

SHA-256 with RSA 2048 Bit. 

 

2) Tokopedia 

 

 
 
Fig.4 General Certificate Tokopedia 

 



 
 
Fig.5 Subject Public Key Algorithm 

 

 
 
Fig.6 Certificate Signature Algorithm 

 

Tokopedia uses SSL provided by let's encrypt version 3. 

The key used for the public key is the RSA 2048 Bits 

algorithm while for the signature algorithm it uses SHA-256 

B. Performance 

1) Bukalapak 

 
 
Fig.7 Performance Bukalapak 

 

 

 
Fig.8       SSL Negoitate 

 

2) Tokopedia 

 

 
 
Fig.9        Performance Tokopedia 

 

 
 
Fig.10 SSL Negoitate 

 

 

IV. CONCLUSION 

 

From the results of our research, it can be concluded that 

the two SSL Providers used by Tokopedia and Bukalapak 

have the same security by using SHA 256 and RSA 

Algorithm as encryption. In both SSL significant 

differences, namely in the cost, EV (Extended Validation) 

and SSL validity period. In Letsencrypt to use it only need 

to install an app to create a new certificate from Letsencrypt 

itself without any cost (free) but the validity period is very 

short in a few months generally 3 months and after that, the 

SSL certificate must be extended again and there is no EV 

option Green bar SSL certificate and compatible with 

platforms such as Blackberry, Nintendo 3Ds, and various 

other platforms while at Comodo the costs incurred 

according to the company with the choice of various types 

of SSL with a certain validity period and the price is quite 

expensive, in addition to the validity period is long enough, 

in general, can be more than 1 year and support from the 

company when there is a problem with SSL purchased with 

a money-back guarantee and there is an EV certificate SSL 

certificate and is compatible on all platforms. 

The SSL performance section of the e-commerce web 

shows that for the initial connection section (Introduction to 

TCP with SSL Handshake) and the DNS Lookup section 

and the Speed Index (Speed Index) section needed by 

Comodo (Bukalapak) is faster than Let's Encrypt 

(Tokopedia). While in the SSL negotiation process which is 

a client server handshake in SSL certificate Tokopedia 

(Mari Encryption) is faster than Bukalapak (Comodo). 

Broadly speaking, Comodo SSL is more compatible and is 

very responsible for use on security websites compared to 

Let's Encrypt SSL. 
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